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DETAILED ACTION 

1 . This Office Action is responding to the file of the application received on 
07/08/03. 

2. Claims 1-21 are pending. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

4. Claims 1-21 are rejected under 35 U.S.C. 102(e) as being anticipated by Juels et 
al, US Publication No. 20020029341 A1, hereinafter "Juels", in view of Pering et 
al, US Publication No. 20040093527A1, hereinafter "Pering" 

5. As per claims 1 , and 9: 

Juels discloses "A method of authenticating a user attempting to access a 
portable computing device comprising: 

" causing a sequence of images to be shown on a display" ; 
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"accepting an input selection from the user indicating that a currently displayed 
image of the sequence of images corresponds to a portion of the user's password, the 
user's password being known by the portable computing device" in (Fig 7, Para 0064- 
65); 

"correlating the input selection to the currently displayed image" in (Para 0071- 
72) [The point of graphical selections are then calculated with respect to the displayed 
image to generate a codeword for authentication]; and 

"allowing access to the portable computing device when the input selection and 
the currently displayed image temporally correspond to the portion of the user's 
password" in (Para 0134-136, and 0147). 

However, Juels does not discloses "Causing a sequence of images to be show 
on a display". Juels only discloses a capability of displaying multiple graphical images 
(Para 21), 

Nevertheless, Pering discloses "Method of Authentication Using Familiar 
Photographs", which includes a method of display a sequence of image and selecting 
the image for authentication match (Para 0037). 

Therefore, it would have been obvious at the time of the invention was made for 
one having ordinary skill in the art to modify Juels to incorporate the teaching of Pering 
to select display of a sequence of image for selecting by a user and from the selection 
an input from the user indicating that a currently displayed image corresponds to a 
portion of the user's password. The incorporation of Juels and Pering would further 
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increase the security level in authentication due to the challenge of selecting the 
correcting for input the graphical selection for authentication. 

6. As per claims 2 and 10; 

Juels discloses "The method of claims 1 and 9, wherein the password comprises 
a plurality of portions, and further comprising repeating the causing, accepting and 
correlating for each of the plurality of password portions, and allowing access to the 
portable computing device when all input selections correlated to displayed images 
temporally correspond to the password" in (Para 0136-0138, 140, and 0147). 

7. As per claims 3,11, and 1 7: 

Pering discloses "The method of claims 1, 9, and 16, wherein causing the 
sequence of images to be shown on a display comprises sending the sequence of 
images over a wireless link to a computing system including the display" in (Para 0044, 
The photographic authentication technique can implemented in Mobile phone, and 
etc.). 

8. As per claims 4 and 12: 

Pering discloses "The method of claims 1 and 9, further comprising setting the 
user password in the portable computing device prior to causing the sequence of 
images to be shown on the display" in (Para 0036-37, the process of loading the images 
and training process to set the password pre-selecting the images). 
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9. As per claims 5,18, and 1 3; 

Juels and Pering discloses "The method of claims 1,16, and 9, wherein each 
image of the sequence of images comprises a plurality of symbols, the symbols 
comprising at least one of alphanumeric characters, playing card values, sports team 
logos, company logos, cartoon characters, and photographs, and each password 
portion comprises at least one symbol" in (Figure 7, Para 0064-65) [User select a region 
of an image in Figure 7, the regions are photographs symbols in the image]. 

10. As per claims 6 and 14: 

Juels discloses "The method of claims 1 and 9, further comprising causing the 
display of visual feedback to the user when a portion of the user's password is correctly 
selected" in (Figure 7). 

11. As per claim 7: 

Pering discloses "The method of claim 1 , wherein the display is part of a 
computing system un-trusted by the user" in (Para 0022). 

12. As per claims 8, 19, and 15: 

Pering discloses "The method of claims 7 and 16, further comprising establishing 
an authenticated connection from the portable computing device to the un-trusted 
computing system including the display prior to causing the sequence of images to be 
shown on the display" in (Para 0027). 
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13. As per claim 16: 

Juels discloses "A portable computing device comprising: 

a memory [Para 0131] to store instructions and data; a processor [Para 0131 , 
Processor] to execute the instructions obtained from the memory to cause a sequence 
of images to be shown on a display of an un-trusted computing system , to accept an 
input selection from a user indicating that a currently displayed image of the sequence 
of images corresponds to a portion of the user's password, the user's password being 
known by the portable computing device" in (Fig 7, Para 0064-65), to correlate the input 
selection to the currently displayed image" in (Para 0071-72) [The point of graphical 
selections are then calculated with respect to the displayed image to generate a 
codeword for authentication]; and 

to allow access to the portable computing device when the input selection and 
the currently displayed image temporally correspond to the portion of the user's 
password" in (Para 0134-136, and 0147). 

However, Juels does not discloses " cause a seguence of images to be shown on 
a display of an un-trusted computing system ", Juels only discloses a capability of 
displaying multiple graphical images (Para 21) 

Nevertheless, Pering discloses "Method of Authentication Using Familiar 
Photographs", which includes a method of display a sequence of image to be shown on 
a display of an un-trusted computing system, and selecting the image for authentication 
match (Para 0027, and 0037). 



Application/Control Number: 10/616,370 Page 7 

Art Unit: 2135 

Therefore, it would have been obvious at the time of the invention was made for 
one having ordinary skill in the art to modify Juels to incorporate the teaching of Pering 
to select display of a sequence of image for selecting by a user and from the selection 
an input from the user indicating that a currently displayed image corresponds to a 
portion of the user's password. The incorporation of Juels and Pering would further 
increase the security level in authentication due to the challenge of selecting the 
correcting for input the graphical selection for authentication. 

14. As per claim 20: 

Juels discloses "The portable computing device of claim 16, further comprising a 
button for entering the input selection by the user, the button indicating one of activation 
and non-activation" in (Para 0059, touch-screen). 

15. As per claim 21: 

Juels discloses "The portable computing device of claim 16, wherein the memory 
stores the user's password and the sequence of images" in (Para 01 32, and 147). 

16. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Linh LD Son whose telephone number is 571- 
272-3856. The examiner can normally be reached on 9-6 (M-F). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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